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CHAPTER 5

INSTALLATION ACCESS AND CIRCULATION CONTROL

0500. GENERAL

a. A system of personnel and vehicle movement control is
a required basic security measure at Navy installations and
activities. The degree of control must be in keeping with the
sensitivity, classification, value or operational importance of
the area. Visitor control relative to classified information
will be in compliance with reference (a). Procedures will be
coordinated among activities in the same geographical region
when appropriate and feasible.

b. This chapter prescribes general policies for
controlling entry into and exit from Navy installations.
Access control is an integral part of the installation physical
security program. Each installation or separate activity
commanding officer must clearly define the access control
measures (tailored to local conditions, e.g., Navy training
“campuses”) required to safeguard facilities and ensure
accomplishment of the mission.

c. This chapter also prescribes policies for
establishment of restricted areas whether by host installations,
tenant activities, or by separate activities.

0501. POLICY. It is DoD policy that procedures to control
access to installations and separate activities shall be
developed, established, and maintained, including the following:

a. Using a defense-in-depth concept to provide gradated
levels of protection from installation perimeter to critical
assets.

b. Establish positive access control measures at entry
control points to installations.

c. Determining the degree of control required over
personnel and equipment entering or leaving the installation.

d. Prescribing procedures for inspecting persons, their
property and vehicles at entry and exit points of installations
or at designated secure areas within an installation, and while
on the installation.

(1) This shall include determination of whether
inspections are randomly conducted or mandatory for all.

(2) All procedures shall be reviewed for legal
sufficiency by the appropriate general counsel or legal advisor
to the Navy installation/activity prior to issuance.
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e. Enforcing the removal of, or denying access to,
persons who are a threat to order, security, and the discipline
of the installation.

f. Designating restricted areas to safeguard property or
material for which the commander is responsible.

g. Using randomized antiterrorism measures within
existing security operations to reduce patterns, change
schedules and visibly enhance the security profile of an
installation. This reduces the effectiveness of preoperational
surveillance by hostile elements.

0502. INSTALLATION ACCESS. Installation/activity commanding
officers shall:

a. In addition to required armed guards, determine
additional security controls of perimeter gates, i.e., barriers,
video surveillance, explosives detection, vehicle inspection
capabilities, etc. This determination should be based upon the
results of the review and assessment processes discussed in
chapter 1 and considerations discussed in chapter 2 of this
manual.

b. Allocate resources necessary to enforce the
established controls. These controls will be monitored and
evaluated to ensure adequate protection is maintained.

0503. ACCESS AUTHORIZATION AND CONTROL SYSTEM REQUIREMENT

a. The methods used to control personnel access at an
activity will be included in written procedures in the Physical
Security Plan, and will include the following:

(1) Designation of restricted areas.

(2) Description of access control methods in use.

(3) Method for establishing authorization for
entering and leaving each area, as they apply to both personnel
continually authorized access to the area and to visitors,
including any special provisions concerning non-duty hours.

(4) Details of where, when, and how security badges
will be displayed.

(5) Procedures to be followed in case of loss or
damage to security badges.

(6) Procedures to recover issued security badges.

(7) Measures to deny illicit use of lost, stolen,
sold, or other illegally acquired security badges.
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0504. EMERGENCY PLANNING

a. Installation/activity commanding officers will plan
for increasing vigilance and restricting access at
installations/activities under the following situations:












